Data Localization

H Need an integrated long-term strategy.

Adequate infrastructure and adequate attention

6. Way Forward 1. Why in News

need to be given to the interests of industries
which are thriving on cross border data flow.

Significant investments in infrastructure
and higher costs for global companies.

Infrastructure in India for efficient data
collection and management is lacking.

Can lead to other countries following suit.

Encryption keys may still remain out
of the reach of national agencies.

Forced data localisation can create inefficiencies
for both businesses and consumers.

Secures citizen’s data and provides data
privacy and data sovereignty.

Unfettered supervisory access to data
ensures better monitoring.

Ensure National Security by providing ease of
investigation to Indian Law Enforcement agencies.

Creation of employment in India.

Greater accountability from firms about
the end use of data.

Minimises conflict of jurisdiction due to
cross border data sharing.

~5. Challenges of Data Localization

Data
Localization
S 2. Background

-4. Advantages of Data Localization

3. What is Data Localization

October 15 as the deadline by RBI for global financial technology
companies to comply with its data localization norms in India.

All system providers to ensure that the entire data relating to
payment systems operated by them are stored only in India.

Atleast one copy of personal data will need to be stored
on servers located within India

Transfers outside the country will need to be subject to

Srikrishna Committee Report safeguards.

Critical personal data will only be stored and processed in India.

Protection of personal data - an essential facet of
informational privacy.

Data Protection Authority to take steps to prevent misuse of

Data Protection Bill 2018 personal data.

Clear norms for cross-border transfer of personal data.

Notification of categories of personal data as critical personal
data that shall only be processed in India.

Draft National E-Commerce) Recommended data localization.

Policy Framework Proposes incentives to encourage data localization.

Storing data on any device that is physically present within the borders of
the country where the data is generated.

Companies collecting critical data about consumers
must store and process them within the country.
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