Cyber Security

[L Real-time intelligence required for preventing and containing cyber attacks,
Periodical ‘Backup of Data' is a solution to ransomware.

Artifcial Intelligence (Al) for predicting and accurately identifying attacks,

Enhancing digital literacy.

Develop core skills in cyber security, data integrity and data security.

Setting stringent cyber security standards to protect banks and financial institutions.

Cyber Surakshit Bharat Initiative: To spread awareness on cybercrime, building capacity
for safety measures for Chief Information Security Officers and frontline IT staff across all
government departments.

National Cyber security Coordination Centre (NCCC): Mandated to scan internet traffic and
communication metadata coming into the country to detect real-time cyber threats.

Cyber Swachhta Kendra: Introduced for internet users to clean their computers |
and devices by wiping out viruses and malware.

Information Security Education and Awareness Project (ISEA) - to raise awareness and to
provide research, education and training in the field of Information Security.

International cooperation with developed countries. The United States, Singapore, Japan, etc.

Increased use of mobile technology and internet.

Proliferation of Internet of Things (oT) and lack of proper security infrastructure.
Cyberspace has inherent vulnerabilities that cannot be removed.

Internet technology makes it relatively easy to misdirect attribution to other parties.
Usually attack technology outpaces defence technology.

Lack of awareness.

Lack of Cyber security specialists.

Increased use of cyberspace by terrorists.

Regulates use of computers, networks and data and
information in electronic format. | information Technology

Offences: Tampering with computer source documents, hacking with computer Act, 2000,

system, act of cyber terrorism, cheating using computer resource etc.
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Creating a secure cyber ecosystem and developing mechanisms for security (Cyber Security in India

threats and responses. Functions as the nodal agency for coordinating all cyber
security efforts./Strategies under National

NCIIPC nodal agency under Information Technology Act, to secure India’s Sybar Polley, 2013

critical information infrastructure.

ITU plays leading role in the and of and cyber security issues.
Budapest Convention on Cybercrime: Seeks to address Internet and (cyber crime). India not a signatory.
Internet Governance Forum (IGF)

Internet Corporation for Assigned Names and Numbers (ICANN): A non-profit organization, coordinates the
maintenance and procedures of several databases related to namespaces and numerical spaces of the Internet,
ensuring the network's stable and secure operation.
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6. Components

Cyber Security: Protection of cyber space from attack, damage, misuse and
economic espionage.

Cyber Space: A global domain within the information environment consisting of the
interdependent network of information technology infrastructures.

. .
Cyber Attack: Malicious and deliberate attempt to breach the information system d rl S h t I
of any individual or organization.

Malware - designed to cause damage to a single computer, server, or computer network
Phishing - method of trying to gather personal information using deceptive e-mails and websites.

DoS attacks: Flooding the target with traffic, or sending it information that triggers a crash.
Man-in-the-middle (MitM) attacks: Occurs when attackers insert themselves into a two-party transaction,
SQL Injection: The servers that store critical data for websites and services are under threat of SQL

Cross-Site Scripting (XSS): Involves injecting malicious code into a website.

Social engineering is an attack that relies on human interaction to trick users into breaking security
procedures.

WannaCry: Ransomware that locked users’ devices and prevented them from accessing data
and software until a ransom was paid.

Mirai Botnet: Infects smart devices that run on ARC processors, turning them into a network of
remotely controlled bots or zombies. Network of bots, botnet.

To seek commercial gain by hacking banks and financial institutions.

To attack critical assets of a nation.

I
To penetrate into both corporate and military data servers to obtain plans and intelligence.

To hack sites to virally communicate a message for some specific campaign related to politics and society.

For Individuals: To protect and safeguard personal information
For Organizations: To protect competitive information loss of employees/customers private data
and ensure public trust on the integrity of the organization.

For To protect critical and confidential data related to

country and citizens.

Ipplication Security - encompasses measures or counter-measures taken during an application’s
development process to protect it from threats.

Information security - protection of information from an unauthorized access to avoid
identity theft and to protect privacy.

of Cyber Security . Network Security - Protects the usability, reliability, integrity and safety of the

network.

Disaster Recovery Planning - process that includes performing risk assessment, establishing
priorities, developing recovery strategies in case of an attack.
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