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WHAT IS A VPN?

o VPN describes the opportunity to establish a protected network connection when using public
networks.

¢ VPNSs encrypt internet traffic and disguise the user’s online identity. This makes it more difficult for
third parties to track activities online and steal data. The encryption takes place in real time.

e Currently, a handful of governments either regulate or outright ban VPNs. These include China,
Belarus, Iraq, North Korea, Oman, Russia, and the UAE.

VPN ADVANTAGES

e Safety: A VPN would prevent everyone from the government to cybercriminals from
tracking one back easily.
Location Spoofing: Services and websites often contain content that can only be
accessed from certain parts of the world. With VPN location spoofing, one can switch
a server to another country and effectively change location.

VPN DISADVANTAGES
e Reduced Internet Speed: Since VPNs require your traffic to be routed via a VPN
server, it could take longer to reach your destination website.

Not Anti-Virus Software: While VPNs protect one's IP and encrypt one’s internet
history, a VPN connection does not protect one's computer from outside intrusion.

WHAT ARE THE NEW RULES RELATED TO VPN?

& CERT-In has passed a rule mandating VPN provider to record and keep their custom-
ers’ logs for 180 days. It also asked these firms to collect and store customer persenal
data for up to five years,

e |t further mandated that any cybercrime recorded must be reported to the CERT within
6 hours of the crime.

WHAT ARE THE ISSUES WITH THE NEW RULES?

e The government said it wants these details to fight cybercrime, but the industry argues that privacy
is the main selling point of VPN services, and such a move would be in breach of the privacy cover
provided by VPN platforms.
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