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Cyber Threat
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Social Engineering
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Internet of Things
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Cryptojacking
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Description

Malicious software designed to harm or exploit
systems by infecting, disrupting, or gaining

unauthorized access.

Deceptive attempts to acquire sensitive information,
often through fake emails, websites, or messages

impersonating trusted entities.

Encrypts data and demands payment (usually in
cryptocurrency) for its release, posing significant

threats to data integrity.

Overwhelms a system with a flood of traffic, causing
service disruption by exhausting resources or

bandwidth.

Intercepts and potentially alters communication
between two parties, leading to unauthorized access

or information theft.

Exploits vulnerabilities in SQL databases by injecting
malicious code, allowing unauthorized access or data

manipulation.

Attacks targeting undiscovered vulnerabilities in
software before developers can create a patch,

posing a serious and often potent threat.

Manipulating individuals into divulging sensitive
information through psychological manipulation or

deception.

Risks originating from individuals within an
organization, either intentionally or unintentionally

causing harm or data breaches.

Prolonged and targeted cyber attacks often linked to
espionage, aiming to infiltrate and remain undetected

in a network.

Injects malicious scripts into web pages viewed by
others, potentially compromising the security and

privacy of users.

lUses stolen usernames and passwords from one
breach to gain unauthorized access to other accounts

due to individuals reusing passwords.

Exploits vulnerabilities in connected devices,
potentially allowing unauthorized access or

disruption of loT networks.

Unauthorized use of a computer's resources for
cryptocurrency mining, slowing down systems and

consuming energy without the user's consent.

Unauthorized interception of wireless
communication, where attackers may capture

sensitive data transmitted over Wi-Fi networks.
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